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Cloud Support Engineer





          Summary: -
· Determined, energetic and diligent professional with 6 years of experience seeking an opportunity to utilize my talents in a professional capacity, employing comprehensive knowledge and experience.


   SKILLS	

· Operating systems: Linux (RHEL, AWS,Ubuntu) Windows 2012,2008 server
· Monitoring: - New Relic
· Cloud Platform: Amazon Web Services (AWS), OpenStack, Terraform
· DevOps Tools: -Kubernetes, Portworx, Jenkins, Ansible, Git
· Ticketing Tool: -Service Now







 	Professional Experience	

· Working as Technology Lead in Infosys as Cloud Support Engineer from Feb 2021 to till date.

        Cloud Engineer
        Responsibilities: -
· Created, deleted and updated users in IAM and their permissions in AWS account.
· Created groups and give access to user on the resources.
· Reset users console password in AWS account.
· Configured AWS Multi Factor Authentication in IAM to implement 2 step authentication of user's access using Microsoft Authenticator and AWS Virtual MFA.
· Created AWS Multi-Factor Authentication (MFA)/OKTA for instance RDP logon.
· Amazon IAM service enabled to grant permissions and resources to users. Managed roles and permissions of users with the help of AWS IAM.
· Setup / Manage of Linux servers on Amazon Web services(EC2, ELB, EBS, Security groups).
· Created EC2 instances and troubleshoot issues related to the EC2 instances.
· Restored SSH keys for login in EC2 instances.
· Creating / Managing AMI / snapshots / Volumes AWS resources.
· Creating AWS EC2 Instances for the users.
· Created EC2 instances and enabled session manager for user.
· Launched EC2 instances using amazon images (RHEL/Ubuntu) and configuring launched instances with respect to specific applications.
· Created SOPHOS UTM applications using AMI from AWS Marketplace.
· Performed firmware update on UTM applications.
· Performed License renewal on UTM applications.
· Adding an Elastic IP to linux instance, Allowing Network Access, connecting to linux instance using ssh.
· Created and manage S3 buckets in AWS environment to so that users can store files.
· Created S3 buckets and enable all the features related to versioning, encryption, server access logging.
· Created folders in buckets and adding objects to buckets and folders and adding permission to S3 storage.
· Created domain users from AWS Active directory services to login in EC2 instances.
· Troubleshoot issues related to users password from AWS Active directory services.
· Setup of CloudTrail for AWS account for security and audit purposes.
· Setting up cloud watch monitoring.
· Initiating alarms in CloudWatch service for monitoring the server's performance, CPU Utilization, disk usage etc. to take recommended actions for better performance.
· Experience working with Active Directory Domain Services.  
· Experience in Users and Group administration in Active directory users and computers i.e Addition and removal of groups to user account, Creation and deletion of user accounts, Addition and removal of users account from distribution lists, Service account creation and deletion AD group creation and deletion, 
· Knowledge of Network architecture on AWS with VPC, Subnets, Internet gateway, NAT, Route table.
· Included security groups, network ACLs , Internet Gateways , and Elastic IP's to ensure a safe area for organization in  AWS  public cloud.
· Setting configurations and secrets in AWS parameter store.
· Troubleshoot issues related to Elastic Load Balancer.
· Configured Elastic Load Balancers (ELB) with EC2 Autos calling groups
· Troubleshoot issues related to CDNs like CloudFront, Akamai.
· Created and Monitor New Relic alerts for application monitoring
· Using shell scripting to automate day-to-day tasks.
·  Created project documents in confluence.
· Using Terraform configuring infrastructure and cloud provisioning resources in AWS.
· Basic Knowledge in using of Shell scripting language BASH.
· Writing shell scripts to automate the jobs and scheduling cron jobs for job automation using commands with Crontab.
· Server administration, Process management, User administration.
· Package management with rpm and yum.
· Creation of file system.
· Logical Volume Manager: Physical and Logical Volume, Volume group.
· Decommission of Linux Servers.
· User , group and Password Management.
· Installing and updating Software packages with RPM and YUM.
· Adding Disks, partitions and File Systems to servers
· Permission and access management for both files and users.
· Installation and setting up Kubernetes cluster on AWS manually from scratch.
· Troubleshooting issues related to PortWorx.
· Provisioning PortWorx nodes and add it to cluster.
· Providing 24x7 on call support.

       Open stack Administrator: -
· Provide day to day technical support-analysing, troubleshooting and resolving problems related to Open stack servers.
· Provision open stack VMs and also troubleshoot issues related to open stack server.
· Provision Open stack Windows servers and configure partitions, firewall, windows activation, DNS.
· Provision Open stack Linux servers ubuntu, Centos.
· Troubleshooting of Open stack VMs as per users request.
· Working experience in Open stack component like Nova.
· Worked on Live migration of VMs as requested by users.
· Disk Management in both Linux and windows open stack servers.
· Decommission of both Linux and windows open stack servers.


Linux App Support     
Worked as an IT Analyst in Tata Consultancy Services, Kolkata from Oct 2016 to Feb 2021.
· Provide day-to-day Technical Support-Analyzing, Troubleshooting and Resolving Technical Problems related to Servers.
· Worked on Docker technology and components. 
· Worked on Jenkins for continuous Integration.
· Worked in supporting Infrastructure and services in AWS.
· File Systems management.
· Managing User and Group Administration.
· Package Administration (RPM & YUM).
· Processes administration and Management like monitoring, start/stop/kill various processes.
· Monitoring and managing swap space.
· Monitoring system resources, logs, disk usage, scheduling. 
· Installation, configuration and maintenance of LVM on RHEL
· Working in a 24X7 on call rotation to support critical production environments.
· Working knowledge of GIT, GitHub.







 	CERTIFICATION	

· AWS certified Cloud practitioner.
· AWS Technical Professional Training and certification.
· AWS solutions architect certified by Edureka.
· Devops Certification by Edureka.



                                                                         WORK EXPERIENCE 
     
· Worked as an IT Analyst in Tata Consultancy Services, Kolkata from Oct 2016 to Feb 2021.
· Working as Technology Lead in Infosys as Cloud Support Engineer from Feb 2021 to till date.


